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ABSTRACT

Intrusion detection systems are essential in computer and network systems because
they provide the main defense line to shield the systems from inside and outside
intrusions. Different intrusion detection methods are available but the main problem is
their performance which depends on accuracy. The accuracy can be improved by
increasing the detection rate and reducing false alarms which can be accomplished in
one way to select a suitable classifier for the intrusion detection system. For this
purpose, three different neural networks; Generalized feed forward (GFF) networks,
Radial basis function (RBF) and Time-Lagged Recurrent Networks are applied on the
standard dataset NSL-KDD which is a benchmarked in the evaluation of intrusion
detection mechanism. Principal component analysis (PCA) is used for feature
transformation and pre-processing. The results demonstrate that GFF outperforms the
other two classifiers in intrusion detection.



